
Multicast Security Project 

Alain Pannetrat, Refik MolvaAlain Pannetrat, Refik Molva
Melek ÖnenMelek Önen

Institut EURECOMInstitut EURECOM
Sophia Sophia AntipolisAntipolis -- FranceFrance



GSEC Meeting ‘03 1

Multicast security issues

•• Multicast Confidentiality and key distributionMulticast Confidentiality and key distribution
–– A Scalable key distribution schemeA Scalable key distribution scheme
–– A MultiA Multi--Layer Encryption schemeLayer Encryption scheme

•• Multicast AuthenticationMulticast Authentication
–– An Efficient Multicast Packet AuthenticationAn Efficient Multicast Packet Authentication
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Multicast Authentication

Basic Multicast Requirement: ScalabilityBasic Multicast Requirement: Scalability

•• 1 Source (Generator) 1 Source (Generator) –– N Recipients (Verifier)N Recipients (Verifier)

•• Generator Generator ≠≠ Verifier Verifier 

⇒⇒ Requirement for an Requirement for an AsymmetricAsymmetric SolutionSolution
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Real-time Streaming

Streams of Packets Streams of Packets vsvs Application MessagesApplication Messages
•• Authentication of Individual PacketsAuthentication of Individual Packets
•• LossLoss--tolerant Authentication tolerant Authentication 
•• Space constraintsSpace constraints

PrePre--recorded datarecorded data
•• TimeTime--constrained Play back constrained Play back ⇒⇒ Fast VerificationFast Verification

RealReal--time datatime data
•• Fast Generation and Fast VerificationFast Generation and Fast Verification

⇒⇒ Requirement for Requirement for SymmetricSymmetric AlgorithmsAlgorithms
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Hash Trees

•• [[Wong&LamWong&Lam 99]99]
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Approaches

Requirement Summary for packet authentication :Requirement Summary for packet authentication :
Scalable, Asymmetric, Fast, Bandwidth Efficient, Loss Resilient Scalable, Asymmetric, Fast, Bandwidth Efficient, Loss Resilient 

•• MAC extensionsMAC extensions
[[CanettiCanetti et al 99]et al 99]
TESLA [TESLA [PerrigPerrig et al 00]et al 00]

•• Digital Signature Digital Signature 
–– Fast signature: [Fast signature: [RohatgiRohatgi 99], 99], BiBaBiBa [[PerrigPerrig 01], [01], [ReyzinReyzin 02]02]

–– Signature Amortizing: Signature Amortizing: 
•• Hash treesHash trees
•• Hash chainsHash chains
•• FECFEC
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Hash Chains

•• [Gennaro & Rohatgi 97] [Gennaro & Rohatgi 97] 
•• EMSS [Perrig et al 00]EMSS [Perrig et al 00]
•• [Golle & Mogadugu NDSS’01][Golle & Mogadugu NDSS’01]
•• [Miner & Staddon 01][Miner & Staddon 01]

DD11 DD22 DD33 DD44 DD55 DD66 DD77

SS
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Our Solution : Use of erasure codes
ha

sh

signaturesignature

X=X=

Y=Y=
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3 Modes

P P P P P P P P P P P P

P P P P

b b packetspackets

P P P P

nextnext b b packetspackets



GSEC Meeting ‘03 9

Parameters

•• The block size: The block size: bb
–– WhenWhen bb ää ,  latency (buffering) ,  latency (buffering) ää
–– When When bb ææ ,  ,  computational cost computational cost ää
–– Choose Choose bb as large as possible within application constraintsas large as possible within application constraints

•• Maximum acceptable loss rate Maximum acceptable loss rate pp
–– Defines the redundancy generated by the Erasure Code.Defines the redundancy generated by the Erasure Code.
–– Use Gilbert model to simulate losses (2Use Gilbert model to simulate losses (2--state Markov chain).state Markov chain).

AverageAverage burstburst lengthlength

AverageAverage lossloss raterate
Gilbert ModelGilbert Model

p for a given authentication ratep for a given authentication rate

simulationssimulations
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Comparison

•• Case 1: SensorsCase 1: Sensors
–– 10 Kbps (20 10 Kbps (20 pkt/spkt/s, 64 B/, 64 B/pktpkt))
–– Max. verification delay : 10 sMax. verification delay : 10 s
–– Packet loss rate : Packet loss rate : 5%5%
–– Average burst size: Average burst size: 5 packets5 packets

•• tags on the next blocktags on the next block
•• b = 100 packetsb = 100 packets
•• p = 0.27p = 0.27

•• Case 2: Video broadcastCase 2: Video broadcast
–– 2 Mbps(512 2 Mbps(512 pkt/spkt/s, 512 B/, 512 B/pktpkt))
–– Max. verification delay : 1 sMax. verification delay : 1 s
–– Packet loss rate : Packet loss rate : 60%60%
–– Average burst size: Average burst size: 10 packets10 packets

•• tags on the same blocktags on the same block
•• b = 512 packetsb = 512 packets
•• p = 0.73p = 0.73

58583838HashHash chainschains

84843434EMSSEMSS

454588Our SolutionOur Solution

Case 2Case 2Case 1Case 1

Overhead (bytes/packet)Overhead (bytes/packet)
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Conclusion

•• Solution with lowest overheadSolution with lowest overhead

•• Key points: Key points: 
–– FEC over packets vs. FEC over authentication dataFEC over packets vs. FEC over authentication data
–– Minimal redundancy (no transmission of hash values)Minimal redundancy (no transmission of hash values)
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Multicast Confidentiality

•• SecuritySecurity
–– MembershipMembership
–– ContainmentContainment

•• ScalabilityScalability
–– Processing costProcessing cost
–– Membership dynamicsMembership dynamics

•• No groupNo group--wide rewide re--key messagekey message

•• 2 solutions :2 solutions :
–– A Scalable key distribution schemeA Scalable key distribution scheme
–– A MultiA Multi--Layer encryption schemeLayer encryption scheme

Use intermediate nodes
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Parametric Sequences : Properties

•• Limited trust in the intermediate elementsLimited trust in the intermediate elements
–– They don’t access the multicast dataThey don’t access the multicast data
–– They perform blind transformationsThey perform blind transformations

•• Containment trough limited key scopeContainment trough limited key scope
–– Security: key exposure is limited to a subgroupSecurity: key exposure is limited to a subgroup
–– Scalability: join/leave operations only impact a subgroupScalability: join/leave operations only impact a subgroup
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Parametric sequences
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Using Intermediate Elements

•• Pros: no trust in IEPros: no trust in IE
•• Cons: asymmetric Cons: asymmetric 

algorithms not suitable for algorithms not suitable for 
bulk data encryptionbulk data encryption

•• Pros: symmetric encryptionPros: symmetric encryption
•• Cons: IE must be trustedCons: IE must be trusted

m

m

m m

mm

Sub-group key
(K,K,K)

Sub-group key
(K,K,K)

m
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Multi-layer Encryption

•• Goal: Combine advantages of Goal: Combine advantages of IolusIolus and Parametric and Parametric 
Sequences to get fast bulk data encryption with Sequences to get fast bulk data encryption with 
containmentcontainment

•• Solution: Use symmetric encryption in XORSolution: Use symmetric encryption in XOR--
Counter mode.Counter mode.
–– Apply several layers of encryption at the source and recipients.Apply several layers of encryption at the source and recipients.
–– Only two operations in the intermediate elements.Only two operations in the intermediate elements.

•• One symmetric decryptionOne symmetric decryption
•• One symmetric encryptionOne symmetric encryption
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Counter Mode (CTRM) 
Encryption

•• [[BellareBellare et al] Security Equivalent to PRF E et al] Security Equivalent to PRF E 
s,C

M = MM = M0 0 | M| M1 1 ||MM22|...||...|MMii|...||...|MMnn--22||MMnn--11
⊕⊕

C = CC = C00 | C| C11||CC22|...||...|CCii|...||...|CCnn--22||CCnn--11

EEKK((ss + i)+ i)

M
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Multi-layer CTRM

•• Thanks to the Thanks to the commutativitycommutativity of Xof X--OROR
•• Intermediate elements can add and remove encryption Intermediate elements can add and remove encryption 

layerslayers
•• Without Without accesingaccesing the the cleartextcleartext information information 

C = MC = M⊕⊕PPK1K1⊕⊕PPK2K2⊕⊕PPK3K3 C’ = MC’ = M⊕⊕ PPK1K1⊕⊕PPK3K3⊕⊕PPK4K4

CC⊕⊕PPK2K2⊕⊕PPK4K4

IntermediateIntermediate elementelement



GSEC Meeting ‘03 19

kk22,k,k66 kk22,k,k77

kk33,k,k88 kk33,k,k99

kk22,k,k55

M-layer Data encryption Tree

kk11,k,k22,k,k33

kk11,k,k44

kk33 ,k,k44 ,k,k55 kk33 ,k,k44 ,k,k66

kk4 4 ,k,k7 7 ,k,k88

sourcesource

kk44 ,k,k77 ,k,k99

•• CostCost
–– Source:  M Source:  M operationsoperations
–– RecieversRecievers: M : M operationsoperations
–– IntermediateIntermediate NodesNodes: 2 : 2 

operationsoperations

–– LinearLinear (M) (M) increaseincrease w.r.w.r. to to bulkbulk
data data encryptionencryption withwith a a sharedshared
group group keykey

receiversreceivers
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Membership Management

kk22,k,k66 kk22,k,k77

kk33,k,k88 kk33,k,k99

kk22,k,k55

kk11,k,k22,k,k33

kk11,k,k44

kk33 ,k,k44 ,k,k55 kk33 ,k,k44 ,k,k66

kk4 4 ,k,k7 7 ,k,k88 kk44 ,k,k77 ,k,k99

User x 
leaves

x y z
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Membership Management

kk22,k,k66 kk22,k,k77

kk33,k,k88 kk33,k,k99

kk22,k,k55

kk11,k,k22,k,k33

kk11,k,k44

kk33 ,k,k44 ,k,k55 kk33 ,k,k44 ,k,k66

kk4 4 ,k,k7 7 ,k,k88 kk44 ,k,k77 ,k,k99

User x 
leaves

x y z

k’k’55

•• Join & leaveJoin & leave
only affect the only affect the 
subsub--groupgroup

•• Suitable for Suitable for 
Distributed Distributed 
Membership Membership 
ManagementManagement
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Conclusion

•• Our Our approachapproach
–– BasedBased on on thethe samesame principleprinciple as as multicastmulticast protocolsprotocols to to achieveachieve scalabilityscalability: : 

use use intermediateintermediate elementselements
–– No trust in No trust in intermediateintermediate elementselements ((≠≠ IolusIolus))

•• A new concept: A new concept: ContainmentContainment andand locationlocation--dependentdependent
group group keyskeys

Unique solution Unique solution offeringoffering
•• ScalabilityScalability
•• containmentcontainment
•• bulkbulk data data encryptionencryption
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