


GOAL OF THIS WORK

e Provide set of formal requirements for GD O | that can
provide

— Goals for a formal analysis
— Guidance and understanding for
writers/implementers/users of GDOI
e Original idea

— Write formal spec for GDOI requirements using
NPATRL requirements language for NRL Protocol
Analyzer

— Translate into precise natural language
specification
— Didn’t quite work that way, but has prompted
research into
» Developing NPATRL into a full-scale logic
» Developing more readable notation for NPATRL
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THREE TYPES OF
REQUIREMENTS

Secrecy requirements

— Intruder should not learn secrets, except under
certain failure conditions

A uthentication requirements

— If A accepts a message as coming from B intended
for purpose X, then B should have sent that
message to A and intended it for purpose X

Freshness requirements

— Conditions on recency and/or uniqueness of
accepted messages

Some models bundle freshness and authentication together



C hallenges In D eveloping R equirements
for Group Protocols

e |In pairwise protocols, have notion of a session

— Secrecy means keys not learned by parties not
Involved in the session

— Freshness means key is unigue to a session
e In group protocol session much more open ended

— Many keys may be distributed in one session

— Principals may join and leave the group during a
session

 How should their access to keys be limited?



SECRECY REQUIREMENTS FOR
GDOI

Forward access control

— Principals should not learn keys distributed after
they leave the group

B ackward access control

— Principals should not learn keys that expired
before they joined the group

Perfect forward secrecy

— If pairwise key stolen, only keys distributed with
that key after the event should be compromised

Other requirements may govern effects of stealing key
encryption keys, etc.

How do these interact with each other?



SOLUTION:DEVELOP
CALCULUS OF SECRECY
REQUIREMENTS

e Build collection of NPATRL statements of events that can
lead to key compromise
— Currently restricted to requirements for keks
— Five non-recursive base cases describing
« Stealing of pairwise and group keys
o Group keys sent to dishonest members

— Two recursively defined cases addressing
generalizations of forward and backward access
control

e M ix and match statements to get requirement of your
choice

e Calculus is still under development












SOME SECRECY SPECS

WEAK SECRECY

learn(P,(),(K ,G),N?) =>

e BC1(K',G) oe BC2b(K’,G) q@ BC3a(K’,G)

Once a group key is stolen, or a dishonest member joins the group, or a

pairwise key that is ever used to distribute a group key is stolen, then
intruder learns all keys

STRONG SECRECY (with PFS) éa
learn(P,(),(K ,G),N?) =>

BC1(K,G) or BC2a(K,G) o BC2b(K,G) o BC3b(K ,G)

The intruder can learn a key K for a group G if and only?that key is
stolen, of the key is distributed while a dishonest member is in the
group, or distributed using a pairwise key that had already been stolen



FORWARD AND BACKWARD
~ ACCESS CONTROL

e Intruder knowledge vs. member knowledge

— FAC and BAC specified in terms of keys learned by
members

— NPA model only concerned with intruder
knowledge

— Solution: recast requirements in terms of intruder
learning key from dishonest member in group
e How do FAC and BAC fit in with requirements
concerning key compromise such as FPS?

— Need to pay careful attention to interaction
between requirements



BI(K,G) =

(learn(P,(),K 1,G) & e(gcks_makecurrent(G CKS,(,(G,K1),N?) &
gc@_makecurrent(GCKS,() (G,K),N?)))

A requirement:
learn(P,(),(K ,G),N?) =>
e BC2a(K ,G) or e BC2b(K,G)
ore BI(K,G)

expand ...




N
@ FRESHNESS ISSUES

e Like secrecy, freshness is more complicated for group
protocols

— Can no longer tie key to session
e For GDOI, identified two types of freshness

— Current

e In GDOI, there is only one current KEK at a time, and it is
the most recent one

— Most recent known to a principal

« There may be the other keys that are more recent, but
this is the most recent one this principal knows about

e |In some cases, can only ensure that key principal accepts is
most recent known to it, not that it is current












SOME RESULTS OF SPECIFY ING
REQUIREMENTS

e Improvement to Proof-of-possession option
— In old version, principals only signed own nonces
— Didn’t work if pairwise keys compromised
— Now, principals sign hash of both nonces

e Found detail that needed to be added to Groupkey Pull

protocol

— Did not satisfy sequential freshness unless require
that member checks that SEQ number received In
last message was greater than SEQ number it may
currently hold









